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From bytes to bedside
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Translational gap

93%
stays at 

Model 
prototyping and 

development

Fleuren LM, Thoral PJ, Shillan D, Ercole A, Elbers PWG; Right Data Right Now Collaborators. Machine 
learning in intensive care medicine: ready for take-off? Intensive Care Med. 2020 Jul;46(7):1486-1488. 
doi: 10.1007/s00134-020-06045-y.



AutoKinetics & Pacmed Critical

Roggeveen LF, et al. Right Dose Right Now: bedside data-driven personalized 
antibiotic dosing in severe sepsis and septic shock - rationale and design of a 
multicenter randomized controlled superiority trial. Trials. 2019 Dec 
18;20(1):745.

Thoral, P. J. et al. Explainable Machine Learning on 
AmsterdamUMCdb for ICU Discharge Decision Support: 
Uniting Intensivists and Data Scientists. Critical Care 
Explorations 3, e0529 (2021).
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The road ahead: big data to the bedside
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What makes Intensive Care…?
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Data from: List of countries by hospital beds. Accessed: August 11, 2021. From Wikipedia, the free encyclopedia. Available at: 
https://en.wikipedia.org/wiki/List_of_countries_by_hospital_beds



Roggeveen L, El Hassouni A, Ahrendt J, Guo T, Fleuren L, Thoral P, Girbes AR, Hoogendoorn M, Elbers PW. Transatlantic 
transferability of a new reinforcement learning model for optimizing haemodynamic treatment for critically ill patients with sepsis. 
Artif Intell Med. 2021 Feb;112:102003. doi: 10.1016/j.artmed.2020.102003. Epub 2020 Dec 15. PMID: 33581824.



AmsterdamUMCdbAmsterdamUMCdb
 First European freely accessible ICU database 

November 2019
 Joint Data Science Initiative of SCCM and ESICM
 23,106 ICU admissions from 2003 to 2016 
 Tertiary referral academic medical center ICU 
 High-resolution clinical data
 Fully GDPR (EU) and HIPAA (US) compliant

Thoral, Patrick J., Jan M. Peppink, Ronald H. Driessen, Eric J. G. Sijbrands, Erwin J. O. Kompanje, Lewis Kaplan, Heatherlee Bailey, et al. “Sharing ICU Patient Data 
Responsibly Under the Society of Critical Care Medicine/European Society of Intensive Care Medicine Joint Data Science Collaboration: The Amsterdam University 
Medical Centers Database (AmsterdamUMCdb) Example. Critical Care Medicine 49, no. 6 (June 2021): e563.



The hurdles Legal and 
business
• Unintended

disclosure

Ethical
• Releasing 

without 
explicit 
consent

Technical
• Data Format
• FAIR

Findability, Accessibility, Interoperability, and Reuse of digital assets



Motivate Stakeholders
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Cohort
Reason for admission

Cardiothoracic surgery, no. (%) 5935 (25.69)

Sepsis, no. (%) 3136 (13.57)

Respiratory failure, no. (%) 1568 (6.79)

Neurosurgery, no. (%) 1619 (7.01)

Trauma, no. (%) 902 (3.90)

Gastro-intestinal surgery, no. (%) 1149 (4.97)

Vascular surgery, no. (%) 1037 (4.49)

Cardiac arrest, no. (%) 959 (4.15)

Neurologic disorders (non-traumatic), no. (%) 628 (2.72)

Cardiac disorders (incl. cardiogenic shock) no. (%) 538 (2.33)

Distinct patients: 
20,109
ICU admissions: 
23,106

Resolution:
Up to one data point 
per minute (device 
data)

Thoral, Patrick J., Jan M. Peppink, Ronald H. Driessen, Eric J. G. Sijbrands, Erwin J. O. Kompanje, Lewis Kaplan, Heatherlee Bailey, et al. “Sharing ICU Patient Data 
Responsibly Under the Society of Critical Care Medicine/European Society of Intensive Care Medicine Joint Data Science Collaboration: The Amsterdam University 
Medical Centers Database (AmsterdamUMCdb) Example. Critical Care Medicine 49, no. 6 (June 2021): e563.





Why the US beat us: Safe Harbor (HIPAA)
Safe Harbor method: removal of specific elements
Names
All geographic subdivisions smaller than a state
All elements of dates (except year)
Telephone numbers
Vehicle identifiers and serial numbers, including license plate numbers
Fax numbers
Device identifiers and serial numbers
Email addresses
Web Universal Resource Locators (URLs)
Social security numbers
Internet Protocol (IP) addresses
Medical record numbers
Biometric identifiers, including finger and voice prints
Health plan beneficiary numbers
Full-face photographs and any comparable images
Account numbers
Any other unique identifying number, characteristic, or code, except as permitted by paragraph (c) of the Privacy 
Rule

Health Insurance Portability and Accountability Act (1996). Public Law 104–191. Available at: 
https://www.govinfo.gov/app/details/PLAW-104publ191.



GDPR. Recital 26

• “the principles of data protection should not apply to personal data rendered 
anonymous in such a manner that the data subject is not or no longer identifiable. 
To determine whether a natural person is identifiable, account should be taken of all 
the means reasonably likely to be used, considering all objective factors, such as 
the costs of and the amount of time required for identification, the available 
technology at the time of the processing and technological developments”

General Data Protection Regulation (2016). Regulation (EU) 2016/679. 
Available at: https://eur-lex.europa.eu/eli/reg/2016/679/oj.



Thoral, Patrick J., Jan M. Peppink, Ronald H. Driessen, Eric J. G. Sijbrands, Erwin J. O. Kompanje, Lewis Kaplan, Heatherlee Bailey, et al. “Sharing ICU Patient Data 
Responsibly Under the Society of Critical Care Medicine/European Society of Intensive Care Medicine Joint Data Science Collaboration: The Amsterdam University 
Medical Centers Database (AmsterdamUMCdb) Example. Critical Care Medicine 49, no. 6 (June 2021): e563.



De-identification
techniques
Patientid Weight (kg)

0 198

1 78

2 56

3 84

Patientid Weight (kg)

0 NULL

1 78

2 56

3 84

suppression

Patientid Weight (kg)

0 198

1 78

2 56

3 84

Patientid Weight (kg)

0 110+

1 70-80

2 50-60

3 80-90generalisation

El Emam K: Guide to the De-Identification of Personal Health Information. Auerbach 
Publications; 2013. Available at: https://www.taylorfrancis.com/books/9780429100659.



De-identification metrics

Patientid Age Sex Diagnosis

0 18-40 M Trauma

1 40-50 F CABG

2 50-60 F Cardiac
arrest

3 70-80 M Lymphoma

4 70-80 M Lymphoma

5 70-80 F Aorta-valve
replacement

6 70-80 F Sepsis

7 70-80 F Pneumonia

k-anonymity = 1

k-anonymity = 1

k-anonymity = 1

k-anonymity = 2

k-anonymity = 3

Quasi-identifiers

l-diversity = 1

l-diversity = 3

Know your
adversary!

El Emam K: Guide to the De-Identification of Personal Health Information. Auerbach 
Publications; 2013. Available at: https://www.taylorfrancis.com/books/9780429100659.



Thoral, Patrick J., Jan M. Peppink, Ronald H. Driessen, Eric J. G. Sijbrands, Erwin J. O. Kompanje, Lewis Kaplan, Heatherlee Bailey, et al. “Sharing ICU Patient Data 
Responsibly Under the Society of Critical Care Medicine/European Society of Intensive Care Medicine Joint Data Science Collaboration: The Amsterdam University 
Medical Centers Database (AmsterdamUMCdb) Example. Critical Care Medicine 49, no. 6 (June 2021): e563.



El Emam K: Guide to the De-Identification of Personal Health Information. Auerbach 
Publications; 2013. Available at: https://www.taylorfrancis.com/books/9780429100659.

Hypothetical Adversary

Friendly Researcher Rogue Researcher Rogue Insurance Company

Assumed Background Knowledge

Gender X X X

Age X X X

Weight X X

Height X X

Admission date X X X

Survival at discharge X X X

Number of ICU   admissions X

Assessment of re-identification risk

P(access) 1.00 1.00 0.27

P(intention) 0.20 0.10 0.10

Average Risk

P(re-identification) 0.047 0.047 0.009

k-anonymity 89 89 682

l-diversity 26 26 65

Maximum Risk

P(re-identification) 0.50 0.50 0.50

k-anonymity 2 2 2

l-diversity 2 2 2

Credentialed
access:
- Course in 

Research Ethics
- Signature of an

intensivist



Ethical considerations

• Lead by independent team
• Informed consent for secondary use of data 

difficult to achieve for (ICU) patients
• Large number of patients
• Relatively high mortality
• Impaired levels of consciousness

• Selection bias due to refusals and untraceable 
patients

• Obtaining individual consent for sharing ICU 
database is neither feasible nor desirable 

• Ethical principal: duty of easy rescue

Low burden
 Minimal risk when

properly de-identified

Large benefit
 Potentially improving

outcomes for future
patients

Act!

Porsdam Mann S, Savulescu J, Sahakian BJ: Facilitating the ethical use of health data for the benefit 
of society: electronic health records, consent and the duty of easy rescue. Philos Trans A Math Phys 
Eng Sci 2016; 374 Available at: http://dx.doi.org/10.1098/rsta.2016.0130.



Sharing your data: Dutch Survey

77%

6%
17%

Would you give permission 
to share your data and/or 

tissue? (n=4399)

Yes No Unsure

97%

3%

Did you give permission to 
share your data and/or 

tissue? (n=1510)

Yes No

Patiëntenfederatie Nederland: Delen medische data voor meeste patiënten geen punt | Nieuws. 
2019; Available at: https://www.patientenfederatie.nl/nieuws/delen-medische-data-voor-meeste-
patienten-geen-punt.



AmsterdamUMCdb requests
per country

Requests granted



Future work

Mapping
•LOINC
•SNOMED CT

Patients
from

2016 – 2021

Comorbidity
data

•Dutch Foundation 
for National 
Intensive Care 
Evaluation

•Clinical notes

Clinical
notes

•De-identification
•Natural Language 
Processed

Radiology
•Reports
•Image data

github.com/AmsterdamUMC/AmsterdamUMCdb
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Treatment uncertainty:
the need to Share Data

COVID-19 ICU Data 
Sharing





Conclusions

• AmsterdamUMCdb addressed technical, legal, ethical and privacy challenges 
• Risk-based de-identification strategy for US and European regulations
• SCCM and ESICM encourage other ICUs to follow the example to share data responsibly

Request access


	AmsterdamUMCdb: �Our experiences in sharing data responsibly
	Disclosures
	Dianummer 3
	Dianummer 4
	Dianummer 5
	From bytes to bedside
	Translational gap
	AutoKinetics & Pacmed Critical
	The road ahead: big data to the bedside
	Dianummer 10
	Dianummer 11
	What makes Intensive Care…?
	Dianummer 13
	Dianummer 14
	AmsterdamUMCdb
	The hurdles
	Motivate Stakeholders
	Dianummer 18
	Cohort
	Dianummer 20
	Why the US beat us: Safe Harbor (HIPAA)
	GDPR. Recital 26
	Dianummer 23
	De-identification techniques
	De-identification metrics
	Dianummer 26
	Dianummer 27
	Ethical considerations
	Sharing your data: Dutch Survey
	AmsterdamUMCdb requests per country
	Future work
	Treatment uncertainty:� the need to Share Data
	Dianummer 33
	Conclusions

